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Abstract  
Morpheus is a novel approach in providing remote access to micro data of official 

statistics. Researchers work on anonymous micro data files with common statistical 
software packages and get their results back in real time. Additionally, a measure of 
goodness of fit will be provided for every single result. Therefore researchers can 
work with the anonymous results as they can have confidence that they would have 
obtained the same or very similar results with the original data. All statistical 
analyses and all commands are allowed. Furthermore, users can browse through 
the anonymous data which is very helpful when developing program syntax and not 
possible in most other systems of remote access. 

Research data centres would greatly benefit from such a system as well, as the 
cumbersome manual disclosure control would be eliminated. All results would be 
safe and automatically returned to the researcher. This system would respect the 
special requirements to micro data access even in Germany where laws are 
especially strict.  
Keywords: future data access, research data centre, confidential micro data. 

1   Introduction 

In many countries, National Statistical Offices and other data providers have 
established Research Data Centres (RDC) to provide access to micro data for the 
scientific community. To protect the confidentiality of micro data, data is anonymised 
depending on the mode of data access. Scientific-use-files which can be analysed 
off-site, that means outside the statistical office at the researcher’s work station, 
have a high level of anonymity and hence a lower level of information content or a 
lower quality. Analysing micro data on-site, meaning the data does not leave the 
buildings of the statistical offices, allows providing a higher level of information 
content. Yet researchers then have to travel to safe centres within the statistical 
offices or send programme syntax to the RDC staff without having direct access to 
the data. This way of data access is usually referred to as remote data processing 
and until today involves manual actions by RDC staff while researchers have to wait 
several days for their results. 

Scientists prefer in a best case scenario to run analysis from their own computer, 
get results back in real time and have data available with the original level of 
information content and quality. The traditional ways of data access (SUF, safe 
centre and remote data processing) have to make compromises on at least one of 
these aspects. Therefore this paper suggests the new system for data analysis 
called Morpheus and which allows for all three features at once. This work is part of 
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the project an “Informational Infrastructure for the E-Science Age (infinitE)” which is 
funded by the Federal Ministry of Education and Research (Brandt and Zwick 2009). 

The general idea of Morpheus is as follows: The researcher analyses an 
anonymous data file that is stored on a server within the statistical office or some 
other data provider1. All types of analysis are allowed and results will be returned in 
real time. Additional to the results with the anonymous data, a measure of goodness 
of fit will be reported that allows the researcher to decide whether the interpretation 
made with anonymous data is the same as with the original data. As long as all 
measures of fit show the good quality of the anonymous data set, researchers can 
work with the system “Morpheus”. 

The name Morpheus was chosen as there are two parallel worlds within the 
system. The world with the anonymous data set is visible to the user of the system. 
In the background the analysis is concurrently executed on the original data and the 
goodness of fit is calculated. The system of the worlds resembles the two spheres of 
reality and dream when one is asleep; therefore the name of the god of dreams is a 
good chaperon2.  

2   Morpheus – Advantages and Challenges 

The Morpheus system is a new approach in providing access to micro data and 
returning results in real time. Therefore, it impacts the whole process of data 
access. In this article we want to demonstrate that this system would be of great 
advantage to both users and data providers. In this paper the benefits for both 
groups of stakeholders will be highlighted and the challenges will be named. To do 
so, it will first be described how the system works in general. 

Morpheus consists of three components as depicted in graph 1. In a first step, a 
data user works on an anonymous data file. The data file will be stored on a server, 
and he can work on the server with one of the common statistical packages (SPSS, 
SAS, Stata or R). To simplify the discussion in the following, we focus on the 
program Stata, as was done with the initial development of a prototype. The user 
should ideally have a normal access to the statistical package with all functionalities 
available that the program offers, that is especially with an enabled possibility to 
view the micro data. As the micro data file is anonymous, there are no concerns of 
data confidentiality. Furthermore there should be no additional rules apart from the 
established ones when working in a safe centre (as is best practice see Office for 
National Statistics 2008). Syntax should be well documented and counts have to be 
produced for every analysis. Working with the anonymous file should be comfortable 
for the data analyst. All analyses are allowed, as the data is anonymous and would 
in other circumstances even be admitted for off site use. No analysis can possibly 
constitute a disclosure risk.  

The second component in Morpheus is the corresponding original micro data file 
that is stored on the server as well. Any analysis executed on the anonymous file 
runs concurrently on the original data file. However, the user of the Morpheus 
system does not see the original results, they are only used as an input for the third 

                                                      
1 The term “statistical office” will be used synonymously for any potential data provider. 
2 The same line of reasoning is probably behind the choice of the name Morpheus for one 

of the main characters in the blockbuster “Matrix” that plays with two parallel worlds. 
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component in Morpheus. While the user sees the results from the anonymous file, 
he will be given a measure of goodness of fit, a quality indicator for his anonymous 
results. This indicator will be the difference between the result with the anonymous 
data and the original data. To avoid a direct inference of the original result only the 
absolute deviation will be given. Section 3 will deal with all possible disclosure risks 
arising from supplementing the anonymous risk free results with the quality 
indicator. 

Graph 1: Overview of Morpheus, own illustration. 

 
 
The quality indicator is calculated for any statistical result that the user is 

requesting from the statistical software. It is written in a separate line underneath the 
numerical result. The new line is marked by an @-sign on the first position as this is 
a sign that is typically not part of the programming language or result display. 
Additionally, the line will be colored in a grey shade. 

It is planned that Morpheus is used for intermediate results and that researchers 
can request results based on the original data set for publications that will still be 
checked manually. This will increase the acceptance of Morpheus and still reduce 
the burden of manual work in the RDCs drastically as in a typical research project 
the majority of results are intermediate results that are not included in the final 
publication. Although it would not be necessary to distinguish between intermediate 
and final results and Morpheus could generally be used for both, the project 
“infinitE” (Brandt and Zwick 2009) has a special focus on releasing intermediate 
results automatically. 

 
2.1 Advantages for users 

 
The Morpheus system is very user-friendly, as the user receives results from his 

statistical analysis in real time. One of the most powerful features of Morpheus is 
that all statistical analysis and all commands are allowed. This is not standard in 
remote data access as most systems either only allow a predefined list of 
commands or exclude a list of commands (O’Keefe et al. 2009, Lucero et al. 2009, 
Australian Bureau of Statistics 2010, National Center for Health Statistics 2010). 
Most researchers combine descriptive and inference statistics. Usually they do not 
calculate confidence intervals for descriptive statistics, neither for sample surveys 
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nor full surveys. In this aspect the suggested system differs substantially from the 
verification servers proposed by Oganian et al. (2009). With Morpheus no 
amendments in the familiar way of working with statistical programs are necessary. 

Furthermore, Morpheus offers many advantages over the established ways of 
data access offered by most RDCs today. When using remote data processing, 
users cannot have a look at the micro data and usually have to wait several days 
until their program is started by a member of RDC staff and checked manually for 
disclosure risks. With Morpheus users do not have to wait. Using data access in 
safe centres includes high travel and subsistence costs and even in safe centers, 
data still has to be anonymised to a lower degree. With scientific-use-files analysts 
always have to subordinate that the data providers did a good job when 
anonymising the micro data, while having no means of verifying that the 
anonymisation methods have been applied correctly (Alexander et al. 2010). With 
Morpheus no travel costs have to be invested. The data user can have a look at the 
micro data in the data browser to see the structure of the data. And he will get the 
results back in real time with an adequate measure whether the results can be 
trusted. Morpheus can therefore also serve as a tool to increase the confidence in 
anonymisation methods (Oganian et al. 2009). 

Users can work with these results as long as the quality indicators are good. This 
decision will be left to the user: he can decide whether the indicators are sufficiently 
good or whether he prefers waiting for the manual disclosure control on the original 
results. As an example consider a researcher who calculates the rate of change in 
some variable, for example income. When income increased by 10% (with a quality 
measure of ±2% points), he can confidently interpret that the income increased. On 
the other hand, if the output shows an increase of 10% (with a quality measure of 
±20% points) no definite conclusion can be drawn and the researcher will probably 
not accept Morpheus for his study.  

A disadvantage for users is the unfamiliar way of presentation of results. In the 
common log files produced by Stata, the additional grey lines marked with an @-
sign are at first unusual. However, we are confident that users will get used to the 
new standard as it offers huge advantages over current methods.  

Morpheus could be used by all data providers. In Germany it would constitute a 
notable step forward as data protection laws are especially strict. It has been argued 
that even displaying micro data on a monitor screen in a modus of remote desktop 
is a transmission of data3. Furthermore only output that provides a certain basic 
level of anonymity can be displayed on a monitor. The whole process has to secure 
that no violation is possible. 

 
2.2 Advantages and challenges for data providers 

 
The big advantage for data providers is that researchers can work for the over-

whelming part of their analyses independently with the Morpheus system. No 
manual checks for potential cases of disclosure are necessary. Currently it is 
planned that for the very final results that are to be published, results based on the 

                                                      
3 According to juridical expertises presented at a meeting of the “Working Group on 

Future Data Access” by the German Data Forum (RatSWD) on February 17th 2010. 
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original data would be checked manually and sent to the researcher. However, this 
is not necessarily the way it has to be.  

The biggest disadvantage is that anonymous data files for every statistic have to 
be created. It would be an investment to anonymise each statistic that statistical 
offices or other data providers offer access to. Yet, usually it is possible that ano-
nymisation methods applied and the corresponding parameters used can be re-
used when the next wave of a survey or statistic is to be included into Morpheus. 
Most data providers are already active in finding the best anonymisation methods 
for their data as they usually are also offering scientific-use-files or data structure 
files that are needed for remote data processing. Morpheus works independently of 
the anonymisation method used in creating the anonymous data file. The only 
condition on the anonymisation technique is that the dimensions have to be preser-
ved, i.e. the number of observations and the categories in categorical variables. 
Therefore, coarsening is ruled out as anonymisation method, but for example 
swapping, stochastic noise or imputation (for an overview see Hundepool et al. 
2010) can be applied. 

3   Stochastic modification of the distance 

With Morpheus, all analyses are allowed as they are executed on an anonymous 
data file in the first instance. On the other hand, the additional information of the 
goodness of fit could lead to new disclosure risks. Therefore it has been analyzed 
whether the additional information constitutes new disclosure risks.  

As original results might disclose confidential information, it has to be prevented 
that users can calculate the exact value of the original result. To avoid the possibility 
of computing the true result with the anonymous result and the distance between 
true and anonymous result, we do not publish whether the original result is lower or 
greater than the result based on anonymous data. Adding or subtracting the 
distance from the anonymous result that is published leads to two potential original 
results. To increase ambiguity and uncertainty, a stochastic modification of the 
absolute distance is suggested.  

Graph 2: Two variants of modifying the distance stochastically, own illustration.  
    2a) unbiased point estimate   2b) maximum distance 
 

 
 

At first it was planned to multiply the absolute distance with a stochastic factor. 
One could draw a stochastic value u1 from a normal distribution with expectation 1 
and variance σ as in equation 1: 

1*' udd     where  ,1~1 Nu  (1) 
This way a single value for the distance could be displayed. It will be unbiased as 

in half of the cases the deviation is increased and in the other half diminished. The 
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expectation value would yield the distance measured between anonymous and 
original result. This variant of stochastic modification is displayed in Graph 2a. Yet 
this variant has a significant disadvantage: Every time the stochastic modification 
reduces the measured deviation, the anonymous result will appear to be of a better 
quality than it really is. This is unacceptable as users can no longer correctly identify 
whether working with the anonymous file is equivalent to the original data. 

Therefore another way of stochastic modification of the absolute distance is 
suggested. The distance will be multiplied with a stochastic factor u2 drawn from a 
uniform distribution on the interval [1; x] where x>1. 

2*' udd     where  xUu ;1~2  (2) 
The exact value of x should not be published as it could be used by data 

intruders. The distance between the original and the anonymous result will remain 
unaltered or be increased. The new measure of quality can be interpreted as the 
maximum distance of the original result from the anonymous result. This variant is 
displayed in Graph 2b. The user will be given the anonymous result and the 
maximum distance, depicted as two blue lines as the user does not know whether 
the original result is lower or greater than the anonymous one. The original result 
may possibly be any point in the interval set by the two blue lines. 

An important aspect in generating the stochastic factor is that the factor is always 
the same as long the same analysis is repeated at different points in time or with 
different commands. Every time the same type of analysis is repeated over the 
same group of observations, the stochastic modification has to be implemented with 
the same stochastic factor to avoid that a sufficient repetition of the analyses reveals 
the underlying distribution of stochastic factors. In the scenario with an unbiased 
point estimate an intruder could try to isolate the overlying stochastic distribution, in 
the scenario with a maximum distance, the intruder would try to minimize the 
potential interval and derive the exact distance. Therefore, independent from the 
implemented version of stochastic modification, the draws from the distribution have 
to be initialized with the same seed for the same analysis. 

The stochastic modification shall also serve to avoid that logical restrictions can 
be used to infer the direction of the deviation. One could think of variables that can 
never be negative as for example number of employees. Is the distance greater 
than the absolute value of the anonymous result, one could think that the original 
result must be bigger than the anonymous one. Yet this logical deduction might be a 
result of the stochastic modification of the distance measure and the true result is 
indeed smaller than the anonymous one. Hence the stochastic modification of the 
absolute deviation between anonymous and original result protects the anonymity of 
the results and the micro data used in the analysis. 

4   Technical Implementation 

A prototype of Morpheus that can process Stata programs has already been 
developed. This first version of Morpheus produces output with the anonymous 
results and the quality measure in a separate row underneath the results. The newly 
inserted line is marked by an @-sign and has a grey background. Morpheus output 
can be read like normal Stata output while the quality measure can be read as 
follows: the result with the original data deviates at most by the amount of the quality 
measure from the anonymous result.  
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Graph 3 displays an extract of an example output. Graph 3a shows some 
descriptives on the variable export share in the year 2000. Graph 3b shows the 
results of a fixed effects regression of labor productivity in logs on an export dummy, 
firm size measured as workers and workers squared and a dummy for human 
capital intensity. The regression is inspired by work on determinants of export 
activity in the manufacturing sector in Germany by Professor Joachim Wagner (i.e. 
Fryges and Wagner 2008). The quality measure is for all results quite well: the 
descriptive anonymous statistics deviate minimally from the corresponding original 
results. The original mean and the percentiles deviate by less than 1% from the 
anonymous results. In the regression the same levels of significance and the same 
order of magnitude in the coefficients are displayed for almost all regressors. All 
exogenous variables are significant at a 1% significance level both in the 
anonymous and the original data, except the regressor workers squared that is only 
significant at the 5% significance level in the original data. The magnitudes of the 
coefficients are well preserved, changes in signs do not occur. A researcher 
receiving these results back, could develop his analysis and the specifications of his 
inferential analysis with Morpheus and even write a draft of a paper based on these 
unambiguous intermediate Morpheus results. 

 

Graph 3a: Example of a Morpheus output - descriptives, own illustration.  
 

. tabstat expant2000, stats(N mean sd p25 p50 p75)    
     
     variable |         N      mean        sd      p25       p50       p75     
 -------------+------------------------------------------------------------   
   expant2000 |     48305  14.71019  22.10718        0  1.776615  22.77032     
@                       0   0.06056   0.22858        0  0.011463   0.11264     
 --------------------------------------------------------------------------   

 
4.1 Detecting Numbers 

 
Researchers are interested in the quality of the anonymous results. When they 

know that the interpretations they are inferring with the anonymous data are the 
same as with the original data, they can as well work with the anonymous data. To 
allow the researchers to make the decision themselves Morpheus attaches a 
measure of quality to every result. Results are understood as the numerical outputs 
following statistical commands. For the statistical package Stata, relevant results are 
identified as all numbers except numbers that are part of: 

o variable names, file names or path names,  
o displays of time or duration, storage capacity or other technical numbers, 
o the syntax as 1999/2002{ or <=11 or 
o standard displays after commands such as [95% Conf. Interval]. 

The correct identification of numbers is necessary to provide the user of 
Morpheus with all the relevant information he needs. When numbers appear in 
connection with special characters, the special characters have to be cut off. These 
special characters may differ for various statistical programs. 

Additionally, Morpheus can identify the data format of numerical results. The 
absolute deviation will be rounded to have the same data format as the statistical 
result. This improves readability, but even more important increases ambiguity and 
protects confidentiality.  
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Graph 3b: Example of a Morpheus output - regression, own illustration. 
 

. * Fixed-effects Schaetzungen     
 .   xtreg lnapro export pers perssq hc, fe r    
     
 Fixed-effects (within) regression               Number of obs      =    194698   
@                                                                             0   
 Group variable: bnr                             Number of groups   =     57406   
@                                                                             0   
     
 R-sq:  within  = 0.0503                         Obs per group: min =         1   
@                 0.0191                                                      0   
        between = 0.2046                                        avg =       3.4   
@                 0.0432                                                      0   
        overall = 0.1891                                        max =         4   
@                 0.0407                                                      0   
     
                                                 F(3,57405)         =         .   
 corr(u_i, Xb)  = 0.2447                         Prob > F           =         .   
@                 0.0907                                                          
     
                                 (Std. Err. adjusted for 57406 clusters in bnr)   
@                                                            0                    
 ------------------------------------------------------------------------------   
              |               Robust    
       lnapro |      Coef.   Std. Err.      t    P>|t|     [95% Conf. Interval]   
@                                                             0                   
 -------------+----------------------------------------------------------------   
       export |   .0882477   .0076721    11.50   0.000     .0732102    .1032851   
@                0.0002211  0.0000887     0.15       0    0.0004296   0.0000251  
         pers |  -.0000162   2.99e-06    -5.42   0.000     -.000022   -.0000103   
@                0.0000066   9.11E-07     3.32   0.010     0.000004   0.0000089   
       perssq |   1.37e-11   3.28e-12     4.17   0.000     7.24e-12    2.01e-11   
@                 1.85E-12    2.4E-12      2.1   0.032      7.1E-12    3.86E-12   
           hc |   .0001662   .0000164    10.15   0.000     .0001341    .0001983   
@                0.0000163  0.0000040     2.49       0    0.0000235   0.0000068  
        _cons |   8.696176   .0413789   210.16   0.000     8.615073    8.777278   
@                 0.025095   0.0081233   35.25       0     0.011238    0.036079   
 -------------+----------------------------------------------------------------   
      sigma_u |   .7444838    
@                0.0014745   
      sigma_e |  .25935822    
@               6.64346E-03  
          rho |  .89177117   (fraction of variance due to u_i)    
@               0.0045186                                        

 
 

4.2 Output of Different Lengths 
 
The anonymisation technique for creating the anonymous data file has to be 

chosen in a way that all categories for categorical variables are preserved. If this is 
not the case, Morpheus can produce erroneous results when for example some 
tabular output has different lengths in the original and in the anonymous log file. 
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Then Morpheus might potentially compare unequal categories. Morpheus has been 
modified to return an error message if the output to a single command has different 
lengths in the two output files. In the statistical package Stata, additional situations 
may occur when output has different lengths. When data formats differ or newly 
saved files have existed before, output may vary in length as sometimes additional 
lines are inserted to inform the user of missing values generated in the data set or 
the pre-existence of a file with the same name. The check for output length secures 
that for two very similar yet in minor details differing data sets, the comparison of 
results does not lead to displacements in Morpheus. 

 
4.3 Transferability to Other Statistical Programs 

 
The most popular programs for micro data analysis in Research Data Centres in 

most countries are SPSS, SAS, Stata and R. While focusing on the statistical 
package Stata, output from the statistical programs SPSS, SAS and R can generally 
be processed as well. SPSS output files have to be converted to ASCII files. The 
current version of Morpheus can only read the protocol files of the statistical 
packages, not yet with data files. It is therefore not yet suited for users aggregating 
micro data and wanting to export data files, but can work with the results converted 
into an ASCII file. 

5   Conclusion 

This paper demonstrated that Morpheus is a new innovative way of remote micro 
data access. The big advantages for users are the return of their statistical results in 
real time, the possibility to have a look at the micro data and the fact that all 
commands and statistical analysis are permitted. No command is prohibited. To 
enjoy these benefits, the analyses are executed on anonymous micro data but the 
researcher receives a measure of quality for each statistical result. 

Data providers have to invest to generate an anonymous file for each micro data 
set. Yet usually, data providers possess profound knowledge in anonymisation 
techniques as they generally offer some of their data sets as scientific-use-files or 
generate dummy files to help developing program syntax for remote processing. 

What is left to be done is to develop an access system. A server infrastructure 
with an interface that handles jobs automatically and can securely identify registered 
users is needed. However, the technical solution can be adapted from existing 
systems like LISSY (Coder and Cigrang 2003). Morpheus can be installed on a web 
server that can be accessed via remote desktop and secured through certificates 
and passwords or smart cards. Even computing time does not necessarily have to 
double when powerful servers are used that can manage two programs at once. 

Even though a first prototype of Morpheus is already developed, not all details are 
studied exhaustively yet and Morpheus is work in progress. One thing left to 
examine is for example the question: when does a distance of 0 constitute a risk 
and how could it be modified stochastically? 
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